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1. Legal Regulations

The use of information technologies in Russia is generally governed by the Federal Law On 
Information, Information Technologies and Information Protection No. 149 dated July 27, 2006 
(hereinafter the “Information Law”). In detail, this law includes definitions relating to the use 
of the Internet and sets out general restrictions in this regard.

In addition to the Information Law, certain aspects of activities that require the use of infor
mation technologies are also governed by specific acts, in particular the RF Civil Code (here
inafter the “Civil Code”) and the Federal Laws On Advertising, On Competition Protection, 
On Personal Data, the Consumer Protection Law, the Communications Law, etc.

The competent authority, which mainly exercises control and supervision in the field of IT 
technologies, is the Federal Service for Supervision in the Sphere of Communications, Infor
mation Technologies and Mass Communications (Roskomnadzor). Recently, however, more 
and more powers in this area have been granted to the Federal Security Service (FSB).

2. Digital Rights

On October 1, 2019, Art. 141.1 of the Civil Code which introduces the concept of digital rights 
will come into force.It defines digital rights quite broadly. Specific types of such rights, their 
contents and conditions for their exercise are still to be determined by the legislation. In par
ticular, a more detailed regulation on digital rights is expected in the near future as a result of 
the consideration by the parliament of bill No. 4190597 “On Digital Financial Assets”. 
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3. Law on Isolation of the Russian Internet (Runet)

On November 1, 2019, Federal Law No. 90FG of 01.05.2019 will enter into force amending 
the Federal Law “On Communications” and the Information Law and establishing a number 
of new obligations for mobile and fixed network operators and owners of communication 
networks, in particular:

 ■ to meet the requirements for a stable operation of communication equipment and the use 
of statecontrolled routing points (these requirements are to be set by Roskomnadzor);

 ■ the obligation of operators to install technical equipment to combat the threat to Internet 
security and stability.

The law is intended to ensure the autonomous operation of the Russian Internet segment in 
the event of external dangers. At the same time, Russian users are worried that the law will 
be used to restrict the use of information published outside of Russia. The law contains many 
provisions incorporated by reference, so its practical effect will depend on the contents of 
the subordinate acts, which must be adopted for its implementation.

4. Conclusion of Contracts Via Internet

The conclusion of contracts via the Internet without the use of a digital signature has long not 
been subject to any specific legal regulation. Formally, there is nothing which opposes to the 
conclusion of contracts on the basis of the general legal provisions on the form of contracts, 
however, there may be difficulties in proving the scope of the transaction in case of dispute, 
as the business terms are not documented.

In view of the rapidly growing number of such transactions (especially in the B2C sector),  
the procedure for concluding contracts via the Internet was finally regulated by law.  
On October 1, 2019, amendments to Art. 160 and 434 of the Civil Code on the written form of 
transactions and the form of contracts will enter into force.

Art. 160 of the Civil Code has been supplemented with a provision, according to which the 
written form of the transaction shall also be considered to be met if the transaction has been 
concluded with the help of electronic means, provided that the contents of this transaction 
can be recorded on a physical storage medium. In this case, the requirement of a signature 
shall be deemed to have been fulfilled if any method has been used, which would allow to 
identify the signing person with certainty (a specific procedure may be provided for by law 
or agreement of the parties).
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In addition, Art. 434 of the Civil Code is supplemented with a provision that makes it possible 
to conclude a contract by drawing up an electronic document, or by exchanging electronic 
documents in accordance with the new provisions in Art. 160 of the Civil Code.

With regard to the conclusion of license agreements with end users of software (socalled 
EndUser License Agreements – EULA), a simplified procedure has been in effect for several 
years. The procedure allows that license conditions are set forth in an electronic form, where 
users consent to conclude the agreement by using the software (Art. 1286, Cl 5 of the Civil 
Code).

5.  Restrictions on the Acquisition of Foreign  
Software

Currently the acquisition of foreign software for state and municipal needs is prohibited 
in Russia. This ban directly applies only to tenders issued by state and municipal entities 
and authorities. However, many stateowned companies voluntarily apply this restriction. It 
cannot be ruled out that the ban to acquire foreign software may be extended to the procu
rement of foreign software by such companies in the future.

The contents of the ban which was introduced by Order of the Government of the Russian 
Federation No. 1236 dated November 16, 2015, was amended as of January 1, 2018. Now  
the relevant restrictions do not apply to software that originates from the countries of the 
Eurasian Economic Union and is included in a respective register. In addition, the ban cur
rently concerns not only the direct acquisition of software (licenses thereto) but also other 
types of software distribution, including supplies of equipment on which the software is to  
be installed pursuant to a respective contract.

However, there are two exceptions to the ban when foreign software still may be acquired 
for state and municipal needs, namely: (1) if the Russian Software Register (or Eurasian Soft
ware Register) does not contain information on the software of the required class or (2) the 
software of this class is included in the respective register but according to its functionality, 
its technical and operational characteristics it does not meet the requirements set by the 
customer..

To be included in the Russian software register, the worldwide exclusive right to the respec
tive product must belong to a Russian company without foreign majority participation (below 
50%). In addition, the total amount of payments for the use of intellectual property and / or 
performance of works (provision of services) with regard to the development, modification 
and adaptation of the software made to foreign persons, their representatives and Russian 
companies controlled by foreign persons must be less than 30% of the revenues the IP right 
owner received as compensation for granting the right to use the software for a calendar 
year.



7

There are similar requirements for a registration in the Eurasian software register (as adjusted 
for the affiliation of companies and / or individuals with the member states of the Eurasian 
Economic Union).

Currently, more than 5,200 software products are registered in the Russian software register. 
The Eurasian software register is not yet formed.

Mass media talked about  a similar register of Russian IT equipment as of 2017 but this idea 
has not been implemented to date.

6.  Restriction on the Use of Internet-Anonymizing 
Services and VPN

On November 1, 2017, amendments to the Information Law came into force, obliging owners 
of anonymization software and VPN services to ensure restriction of access to certain infor
mation resources.

Roskomnadzor identifies the owners of VPN and anonymization services and sends them 
demands that they connect to the register of blacklisted Internet resources. If any owner 
of VPN and anonymization services refuse to cooperate, Roskomnadzor is entitled to block 
access to the respective services.

It should be taken into consideration that these requirements only apply to mainstream VPN 
and anonymization services. The law does not apply to VPN serviceswith a predetermined 
circle of users that use the services for their own needs.

Roskomnadzor started applying these regulations in 2019 only. The notifications of the 
require ment to connect to the register of blacklisted websites have been sent to 10 services: 
NordVPN, Hide My Ass!, Hola VPN, Openvpn, VyprVPN, ExpressVPN, TorGuard, IPVanish, 
Kaspersky Secure Connection and VPN Unlimited. Currently, there is no information on  
foreign services who have agreed to meet Roskomnadzor‘s requirements. With high proba
bility there will be no such services in the future either.
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7. Information Dissemination on the Internet

According to the Information Law, “Organizers of Information Dissemination on the Internet” 
are persons who ensure the operation of services intended for the receipt, transmission, 
delivery or processing of electronic communications of Internet users.

Organizers of Information Dissemination shall be included into a special register of Roskom
nadzor and shall transmit to the FSB information about users, messages and files sent by 
them, as well as provide such information on request from the competent bodies, submit 
encryption keys to the FSB for the purpose of decoding electronic messages and fulfill a 
number of other duties. Noncompliance with the respective obligations may lead to the 
blocking of the corresponding source of information.

Although the law was originally focused on messengers and social networks, in practice the 
definition of Organizer of Information Dissemination applies to all services with the possi
bility of exchanging messages and other content among users (e.g. websites with forums). 
Therefore, next to the messengers (WeChat, Threema, Telegram), e.g. a website of a psycho 
neurological institution is registered in the register.

Of all large Internet resources, only Telegram, which refused to provide the decoding key 
to the FSB, is currently subject to access restriction – however, rather unsuccessfully. Many 
large Internet resources that fall under the definition of Organizers of Information Disse
mination (such as WhatsApp, Facebook, Google services) have not been registered in the 
relevant register and are currently out of focus of Roskomnadzor.

8. Right to Be Forgotten

On January 1, 2016, amendments to the Information Law came into force which introduced 
the right to be forgotten. The amendments ensure that individuals are entitled to demand 
that a search engine operator that distributes advertising on the Internet to consumers in 
Russia blocks information about them in the search results, if such information is disclosed in 
violation of the Russian legislation, is unreliable or outdated. An exception is information on 
criminal offences where the statutes of limitations have not yet expired, or the conviction has 
not been removed from records or expunged.
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9. Personal Data Localization

Since September 1, 2015, requirements on the localization of personal data apply in Russia: 
Persons collecting personal data of Russian citizens via the Internet or otherwise shall en
sure the processing of such data (including their collection, storage, updating and retrieval) 
by means of databases located in the territory of the Russian Federation. This requirement 
was enacted to protect personal data of Russian citizens against potential negative acts from 
abroad.

At the same time, the legal provisions that allow the crossborder transfer of personal data 
to foreign countries are still valid. According to the clarifications on the website of Roskom
nadzor, the databases of personal data must be formed, updated and kept on the territory of 
Russia. Subsequently, however, the database may be transferred abroad. Therefore, instead 
of the originally stated purpose the localization requirement is in reality aimed to create an 
appropriate infrastructure for the storage of databases in Russia, and to ensure access to 
them by Russian state authorities.

Currently, only one large foreign service provider has been affected by noncompliance with 
localization requirements: Roskomnadzor has restricted access to the LinkedIn social net
work. Meanwhile, other foreign Internet services (Facebook, Twitter, etc.) have not yet met 
this requirement but without any negative consequences for themselves as they have too 
many users in Russia.

10. Other Reasons for Blocking Websites

In addition to the abovementioned cases of access restrictions to websites and services in 
the event of violation of the regulations by the owners of VPN and anonymization services, 
Organizers of Information Dissemination and personal data processors, Russian legislation 
also provides for other grounds for blocking websites., Below is a brief summary of these 
grounds.

The Information Law provides for the introduction of a unified register of domain names 
and Internet addresses of websites containing prohibited information. Websites are entered 
into this register on the basis of a court ruling prohibiting dissemination of the relevant in
formation and, in relation to certain types of information, on the basis of a decision by a 
competent authority, e.g. based on the decision by the bailiff to restrict access to information 
that dis credits the honor, dignity or business reputation of an individual or the commercial 
reputation of a legal entity).
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Should a website be included in the register (blacklisted), the hosting provider shall notify 
its owner of the necessity to delete the website containing the respective information. If the 
website owner fails to delete it, the provider shall be obligated to block access to the web
site. The website owner has the right to appeal to court against the decision to have website 
registered.

On March 29, 2019, further amendments to the Information Law came into force setting 
out the procedure for restricting access to information which shows express disrespect to  
society, the state, the official state symbols, the Constitution of the Russian Federation or 
state authorities. Roskomnadzor‘s information blocking procedure is similar to that de scribed 
above, however, this procedure may also be initiated by the RF Attorney General or his 
deputies.

A special procedure is also provided for the restriction of access to information disseminated 
in violation of copyright or related rights. In this case, Roskomnadzor shall initiate the access 
restriction procedure only after it has been requested by the IP right owner, on the basis of 
an effective court ruling (e.g. a preliminary injunction). Regarding the exclusive rights to films 
on the Internet, a special protection procedure applies – the Moscow City Court has the  
power to impose preliminary injunctions for protection of exclusive rights to films and to 
consider cases associated with protection of exclusive rights thereto.

If the court establishes that information containing copyrights or neighboring rights, or  
information required to gain access to copyrights or neighboring rights via the Internet  
(such as torrent trackers) has been repeatedly and unlawfully published, access to the res
pective website will be blocked without any possibility to remove the restriction. The opera
tors of search engines will be obligated to stop providing information about the respective 
domain names and websites on the Internet. Any copies of the blacklisted websites will 
also be blocked by Roskomnadzor on the basis of a request from IP right owners and state 
authorities.
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11. Cooperation With Foreign Partners

Paternalism and a general orientation towards “import substitution” of amendments to  
Russian IT legislation in recent years increasingly make foreign companies consider coope
ration with Russian partners in order to localize their respective products (services) in Russia. 
Such cooperation may be maintained both on a contractual basis or by establishing a joint 
venture company.

In recent years, civil legislation in Russia has been supplemented with numerous provisions 
which are already wellknown to foreign investors and regulate business relations within the 
legal framework, e.g. corporate agreements (analogous to shareholders agreement), options, 
warranties and representations, indemnities, etc.

Therefore, foreign investors acting under Russian law can ensure that their interests are 
respected to the full extent, even in cases where they are minority stakeholders in a project, 
as well as withdraw from a project in accordance with the preagreed scenario.

12. State Support Measures of the IT Industry

There are various mechanisms of state support for IT companies, tax incentive measures 
being of the main interest.

In particular, the following types of tax incentives can be applied provided that certain  
requirements are met in relation to the types of activity, revenues and personnel of the IT 
company:

 ■ reduction of social insurance, pension and compulsory medical insurance rates (from  
the maximum total amount of 30% to 14%);

 ■ reduction of corporate profit tax by deducting IT hardware costs. 
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There is also a number of special VAT benefits (VAT):

 ■ the granting of exclusive rights to software and databases by a Russian company is 
exempted from VAT;

 ■ starting from July 1, 2019, it will be possible to deduct VAT in respect of exported services 
and works, in particular with respect to software development contracts. 

Companies targeted towards the external market may be interested to use tax incentives 
intended for residents of special economic zones, which can be successfully combined with 
other types of tax incentives.

If certain conditions are met, the simplified taxation system can be used by IT companies, 
which may facilitate tax reporting.

One of the nontax support measures is that the government cofinances  projects of Russian 
IT companies, which can be granted on a competitive basis. This kind of support is parti
cularly available in the sphere of development of digital platforms and software for high
tech industrial production, as well as to leading companies developing products, services 
and platforms based on digital endtoend solutions (including, in particular: big data, neuro
technologies and artificial intelligence, distributed ledger technologies, industrial internet, 
components for robotics and sensors, virtual and enhanced reality technologies). The con
ditions of participation in the competition include, inter alia, the activity and experience of 
the candidate company, as well as the deadlines and amount of investments required for  
the project implementation. 
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